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998291 N30 NIPNN 5.8
:TIVNN NMNIND DRNNAY NIV NIDIND DXNNALIPNY NMVNONIN MLIYON DI NN YN PIDN
NN NOIWNN NP LPNY VNN MDD D MY 1D DI HY AN MPNN 5.8.1
TY ,INNY INNX 991 MY MINMPN MIIWNHM NNYPNN NV D0 DY TIVNN
MYAIT Y52 NYAPN MPXTA2 NTRY TN ,TIVHD NN NIWAYY ,PPMm Xon 9yand
DNNNA ,PININ YSAND NIPNNM D17 D 9NV . TIWNN NPMIND OXNNA DO 390010

STIVNN NYMIND
DV 11D 1D ¥ 1IN DYLN NINDN DY INT TYN OIMPY 1NN T DY YNINN MPNNN 5.8.2

DYVN TP PPNNN,YITIO PO DY PR PIDDY PN .Y ININN DY NIPNN 3 MND

SNNND DM NONDN YY) 1IN

NNXNA NN N2202 (HA) DXDND MyTIva 9 01090 nIv NN mpnn 5.8.2.1
STIvNn NYMNY oxnNna ,Active — Passive

CA - vy NNVLANRN 2°37,(0X77 19IRL) NN XNIYD NOIWNN MPYNNNN 5.8.2.2
ONNNM 20090

MNPYA TIVNN NN NEON NDIADA NIIWNN NN PP PI0N - NN N0 5.8.2.3
955 DMITIOP 0 60 TIN ,NIIWNN DX PPNNDY PODY 1NNN PION .TIVNN INY
95 ,INN TYIND IN D0 NNINRD TIVNHN T DY VNN PIINN NN TNNND ,ININDN
NOWNN DY Dwam NNPNY DOXVATIN DX DO MAIY ,NTIAYN NMONA Yapvw
TIVNY DXVIDNN MO PADN .INDNPN NNOYAND TY NIIWNN NNSN NITHIND ORNND)
.5.9 9P¥02 VNN TIVNHN NYIRD TY NPONN MPITA NN YSIN

DNNNA YAPN MOYN TO . TIVNN N0 MODN MDIWN PPNNY IRV TIwnn 5.8.2.4
ONNNA YNNI MIPNNN NIY OWYNN .MII0N HYI2 MOININD MTIVNN 190100
NN NYSNA PION NYNND

mpr1a 5.9
95 5.9.1

MM NN DNDNPN DY NMIDYIN ,MOYOVN ,D¥PHNNN D NN WYY MmiprTan 5.9.1.1
V&V mapn nnom NindR Y85 7Md Tinyn 0YNN MNND THINRD ININM NIIWNN
,0)00N DXVINY ,TIVNN MYITY OINNN NIXRNND (Verification & Validation)
.D2»NNN DM ONIPNY

MOIWYNY ,NYIN NPNIYND ,NNINNT MWD NPNYIP MPITI YN IONNND POON 5.9.1.2
STIVNN T DY DOWITIN D209 HD5YY DINdIN MIDIYNID ,DY0NMIYN PN

MP>T2) WHNWNN DONN VI NXPY NSPN VN MP T NI YYD MP>Tan 5.9.1.3
DY DY MPXTA (MTIY MPMN OXI) MTIY MP1T2 ,NPNIIWN MP>T2 ,(NNPIY
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STIVNN DN NINYPN MINK MDD

YOMOM (7NYP0NN MPITa Y090 N” 1 PNY) NPDN MPIT2 YVION PO PION 5.9.1.4
YDIDN NPDNN MPITA HVAIDN) (NYapn MPITa YVIPN” Y1) NYAP MP 1A
,TIUNN HY N5 IVIND DNIX NODN (7MPr4an 309905 TN MO NYIAPH MPrT1a
.3 VY9N NMINIIND DRNNAY NTIAYN NIDNA YIAPMY TN

DMIMPN OONIND DI NN DXPPNN DOXVNAN DXVION WY MPITAN dYVIDN 5.9.1.5
INNIN 9915 YN PYOY DO NPV MOIYN DY DOPYNHN MIID ,0PTIN I8N
.Y

MP>72N DINNIO NN NDIYD D91 NN NPONN MPIT2X07I0N VI PION 5.9.1.4
OYTTIN ,0XTYN NN ; (DIXIN MPITA TNND YINIYW Y¥ID DN DYDIN VIV M)
,NPONT MP>T2 NNOXND SNXIN ANNND ONMNMPNN IYR DININD IRY) DVITIVOMN
39907 YN0NY DXNNY TIVNN MYITO DXNN2

TIWNN T DY 12 IHIYNIDY OMNMINYI) TIVNN NYIRD DINTD 1P MP>Tan YVIDN 5.9.1.7
ANNINNLIN

092019 MPr1a 5.9.2

NDN 29 DY PRMAMNND WINIAN TI9) YN PONDY ,NNNI I8INN NOYIND NVIND MNIND
91N 75 DV DOIAPN DX TYIND DDV, INAVN IY INPINN DY ,PI0N I 371001
YIWINY NPONN NPT O0M0NY DRNNA NNYY |, NPONN MPITA NN AN NNPNY NTaYN
VN DY DXNDN P AUNR )NNYLN DIONI IN DX MDY IRYY 7DD TIVNIN .TIVNN Y1 DY
-DY IN1N AWN RN INA TIVNI NN NMINDNA PN KD YD, NN N2 .NPOHN MPrT1a
9 DY PADN YW INPINND YIND NN DY INA YD NPINK TIVNN DY DP0NY NI Dy o
39N2 VNN NOAPN MPITAINRNNN NPONY 1) NPONN MPITAD 11NN 1INDN

nYap MPI7a 5.9.3

VAPOW TYIN IXINN NYIND NDAP MPITA OVIDN TIVNY PAYNY »NNN Pavn 5.9.3.1
TN NI5INA

D237 ,IXINA NYAP MPXTA YD INYT POV 19 DY ORI P> TIVNN 5.9.3.2
ONNN PODM MYLN PLOLY TS MYNNNI IN/ IINY ,INNN TIP 29IV DN DIMYOM
PRYY I TIVNN NN GR DY .DTOIHY T DY IN TIWNN DY XY 19N DD gD
92PN MPYTA NN DY INND PTY0IN INYT NPOwra by

OV TIVNN YT-DY YRIN IVIRNY MIPITIN NMIDIND OXNNA WY NYAPH MP>T2 5.9.3.3
TAIVNN YT DY IVIRYY PIDN PTHINY NYAPN MPIT2O0I0N DDA LY D5 VNN 9
™Mo, TIVNN NMMND DRNNA NIIWNN DY NIRIN NNPNY WITIN 53, IRV P2 109N
(SNMP) 21%/970%) NN PYNN NONN — /) T8 MIIWNY NN M¥A0N NNPN
,D0MY MP>TA NN 12 SMTP 051 nownd pwnn ,(Syslog) SIEM noynd pwnn
.(PT — Penetration Test ) M7

95) 12N WD MY yNad paon Yy — ( Penetration Tests ) M Tnn mp T2 5.9.3.4
STV O DY PT-n mp>1a 0vp 7185 nwatin nows
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PITAD , MIVPNNN NAPN TONN2 NY DI ORWI TIWNT 200 MIRNN MND AN 5.9.3.5
> Yy vy oMY Code Review 182 maaY 11030 XYW 77T 952 98I0 NN
DOP TN IR RN OV IPTIN , MM TN YT NNVIN OPTIN 0NN MP>TA, PO
9N MIPYTA VIND NYA DY NIY DD INA TIVND YOO PIDN WD

I2OTOYW NIYN /RNNN DY DRNNA NPV ,INOY  NPXNY TN 19IND DY PI0N 5.9.3.4
22PN MP>Ta ToNna

YN 5.10
,3990711 %9 Yy £°25591 DI DY 1IN DY INDIN TINN Y099 DI NN TIVND NN’ Povn 5.10.1
P90 MDD Y0IADIN TIWINN DY AIXIMNIN 1IN 7Y PN TIYINN DD N HDO1
L7252 1PH2Y N TPONNA 100 NN 5.10.2
19199 Tynn 5.10.3
NOIWNN NN ,ININN MPNN PN NN Y9191 (as-made) 9Tom Xon Twn dn (1
(M09 MITHM ,D25591 Y930 MNTINN Y09 ,MIIND ,0XNIVY ,D21>59)
ATPMIRSIN NPONN MPITAO0M0N TWwn - (2
DXV NPSNIMNP ,NNOPVIIIN YD AN HY MO0 Twn - (3
XN DN OITPAND ORNNA - DXIDN MNDN KD 0N YPNWNID I (4
LRI NPHVA DN DMRINKD OV ,ININN DIV
M7, TIVNN NYAITY DRNNA ,INIIN DY WY MNRND MO 220 Twn - (5
SNPNRN TP NNON PN
DM NPNYN ,QVIY DWAN TNYD PNYI VITOY TWN DS (6
2135 DNNNA MIONM SPONN IXINT IDPITN TN ID0N TIVNN IR DTV 1>NNN PaoN 5.10.4
89N Y259902 NPV

N999N 5.11
: TINAN MOITNN DX PP TIVND PODY 2»NNN Povn 5.11.1

N220 M0 AN DY DMYN DXPPINN 19D DOVNON DMIADM NNNN 5.11.1.1
,DOUNNYN ,MXN ,DOX¥1IY NHRPM NSPN 2571 NN DIWAN , 001NN MNIDY NN
.N2YNN Y QLIYN NYIVOND YITIN DI DXADN NYA YVINIDA NPIIDN Y2957 MPNN

DY NNIND NNON MNOY NPYI NN 5.11.1.2

D12 19INA DN PYWNN Y10 NOWNN DIWAND NOIWNN YOV YDMIND 1OV 5.11.1.3
DIV NPYI TNV MINMY 1PN MND ,NIPAY ,NOIWNN HYand ,amn Pa ooy
XN MNMIND NN MPPTIN NI ONNDKY 19IND MIDN MNITY NIPNN ,MITHIN YNID
I8N DyvNn

NN IRV P ,N0910 NOIWNN NN TNSD YYD NOYTH — DYMINY NoYTH 5.11.1.4
VTN NNVIANY NTNVPVLIIIN,NIIYNN NIYIN IMIN ,NIIWNN

TAIVNN NNIN DX RONX ,NOIVNN MIPNN OPOY TINDI MIITNN NN Y8 Paon 5.11.1.5
NN
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STIVNN NYPMIND DRNND) TIVND NN IN INPN J9IND IWNIN MININRD MOVTHN 5.11.2
5.14 YDA NNND OXNN2 MDD MOIITN PIIND INYI 7PN TIVNN ,TNNN NN 5.11.3
SPNNN NYSND VNN PNND DNRNND TITH MYV 290 MMIVNIA IN NPIdNA ,2M0

NPINM NN MY 5.12
99y 5.12.1

N2 POND NN PNY 5.12.3 PYDA VNI NPINN NN YMPY PID> PION 5§.12.1.1
NMI OINS ST HY IPADY NOMINN SMPY .NADN MPY DI NI >IN NYINN TIN
XN 27591 NIIWNN NAY DY 5.2.3 PYDI VNI 1IN IN PIDN DYLN DIXNYVPYN
STIVNN YT DY IWOINY

,NI2MNNN MDD Y DY) VPN YW MDD ININN 7P PODN T NNONa 5.12.1.2
VAT PRV AXINN NION

A9N9 5.15 YDA VNVND NPYN NN NINPNN XMV PAD’ PAvN 5.12.1.3

DNYT MPOVW 29 HY DNV P TIVNI DONNPNRN 2IWNND NI D nay 5.12.1.4
DY IN DINITY YNIY 191 NPRNM NIHN MY DNNYI YNNI, DMNNPNN DIIINM)
1 NOWAY HHAN ,TIVND 1IANNY 19D )INN NINIIN 7Y DIMN NONY DD, NdYNa
N29YNN NPRNNY PION NPINK NN HVIY IN DN PIOY NPY NNNN

1YW 2t 5.12.2
.NTIAYN MYV NMNNN MY NN PAD> poon 5.12.2.1
0NN VYD IN /NN 09> ,8:00-18:00 2 Mywn WH1a miayn mywr 51222
DT

NN MY NON 5.12.3
$ANWN 193 ,9995% N9MNINN SMIPPY 5.12.3.1

NMOPN ONPXN ,MOPNN NPNR NIORY NPNN N 59521 ,M20N 552, NOIWHN NPNNN (X
STIYNY NOIWNN 171, (bug fixes) NN ,NININT NYNI NPINM

NMININD ORNN SNMPN YN DPVY ( proactive) NYPN DXTPN MPY - NYNN NPRNNN (2
RRlNen)

TY 99 JIPMTIN KON TN NI7TN 1N, AN DY MYTN MNTHIN DY PN NPIOX - ()
NP NIDTIVAN NN DINITY MDY ,N/NYITIN N/NDADA PPN 19IN ININN 1NOYIND
oV 9IND 0 19X (Minor release/Patch) omp n ppnnD pavh 121 (Major release)
Proxy) IWpn NIY MYINNI VITVINRI NN IVMVIN NITY IN NITYN IXIAP HY YT NPYL
INDNN ONOYONY TY,0MPNND XN TIYIN NIITH NN GO DYWN KOD NNM (server

PYITAD ORWYI P TIVHM NITYN NN VIAY ,TIVNN DY NITYN DX ORNDY 1TV Paondy (T
DINYNA NYYN DINPINM OINITYN ,02NITYN MIPNN .2OYD 4.6 PYDA MNNRD ORNNA NITYN
DYPY NP IR NITY ,NVTY NN DY INND INYT IPOW 29 DY IRYI 71PN TIVNN . TIVNHN
.(5.13.3 YD1 1915 VNANID) 7723579 M INX NN NY PDIM DTN PIMIINN
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1IN QLI IDIND DIIAPNNN DINITYY DY 0P N Mpnn — (Patches) DONOL Mypnn (D
,TIVNT NPMIND DRNNA ,PION YT DY NPNY (MOPN MNPIN D) DMPN DIRDV .ININN
TIUNN NOVYNND DNRNNY TNSN 29D NVPNY DMINN DINDV .MP>TI2 NPHRY INRD TN
STIVNN NVYNN 9D NN N0 NPNY DINDVN .Y NI

2WANN IMINY NN ININD O2ID YPOI NOITN ,DOUNNYN MORYY MOPNY Myn ynn O
A9ND 5.12.3.2 Y02 VNI MPY TP NOYIM

MY MYPNN NIYINT NPYIY NN NN YPDI NN DY 113 DIV NPYI PINA W (}
MY MY 55521 PADN MY DIWIN NIND NN TY, D91y MNIND IN YN DY DMNPIN NPION
M TINPN N TNADV NINM TIVNN NYOIT 29D [, TIvnin DY DIW»N NNSA NDNM
TN DTN TIVNN DY DWW

MM MY MOPNI NVY NNN YWIX DY O NPYY INNRD NYIN ,TNSD OXNNA (D
APNY 5.12.3.3 YD VNN MIAIMN

DNNNA DXNIIND DONYN DMPY / DITIVNI DOMPYN NNPNA TIVNI NIV NN (O
STIVNN NYITH

CTIVNRN T DY NYY NN IWITIVW 9D DOTINY DN DMPY NN (0

DNRNN TNKD NOWND MYITI MNNND MAYN DY 1TV PIDN ,MIVPNNN NMPN ToNNa (N
TN DTN NNP IPYINY VITVIN I DNITIT ,NYYIN NN MINDD

AoNY 5.12.3.5 YOI VNAMND (APYNI MPT) MPYN NP APYN (2d

PININ/ HNATL NN MY 1P 5.12.3.2

12Y D7RYT NIND NIV P TIVNHN MY TRy PAvn ,NPINNMNI NMNN XMPYN PoNd (N
0PN DY MYTY 1O2 NNAY 1) DIPON ("MW 4P :19ND) ONDLNI WP YN 079
PYDA NN 12YN N3 379 29 DY DMV YTV NPV TP NNPND NINDN PN D NN

7aYa MYN Poo TN (A

5.12.2 PYOI VNN ,NTIAYN MYY P TPNADVN NINNNT MPYN TP DY MY MY ()
2P/

.5.15 9y02 1IN DXONNY NANNN NN TINYD YIT PIDN - MY NIXAIPY N (T

DXVYNND TIVNIN SWNNYN 7Y MNNTHN MIRY NPYI ,MYPN N KOV NMYPYN TP (N
.PINI/TPNASVL NPAIND MM 1)

NPYI PINS TNXY PADN HY DINNND NNX WX YT DY IN1N PININ/NND0 NN 1NN (O
.NOWNN SV

TNKO INX YWOINRD NYPNN NMINN,PINII/NINAS0V MPNIN MYNNNA NN XD MOPNNY NTNI (3
.5.12.3.3 YDA PND VNN NN AV NININ

219201 19X MY D952 MOPNA DIVN HNN TIVNN T PAY [ TIWNN NYIITY DORNN,PIoN (N
TP D7D TPINN NOPNA 219VN NIAYN 1ID) NIPNA IV NONOPON NYITH NTNI
(MMYTY MNN WNXID

PYN TPIND DM SY D10 NYT WTIND NNR NN PPN (L
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9NN PO NN 5.12.3.3

P90 ,25¥0 MNNNXD PININ NN MYNNINI IN TMNAOV NDNHNA NYPN NN 1M XOVW Y95 (N
SV DONNN MY YOIN MYNNNL ,TIVNHN NPNIND DXNN ,TIVNHD NN NP 1NN PID?
NON PINID MINANNN IWINRNN RD D NN NN ,PI0 D 90N WHY .JINN IR/ PION
STIVWNN NYNINY ORNN2

2YD 5.12.2 PYDA LNANI ,NTIAYN MYYL PP NINPNN MYV (2

APNY 5.15 PYDa 1PNY DOV MNIN TP NPADRI NN YIN NYIND DOWITIN NANNN MY ()

NN DY INN YWIR NDWI 2D RTND PADN DY ,TIVNN NN TV 1NN NYNTH NOPpn Y30 (T
NND NIRNND NP

NOPNN PNPPND TY INNA IRY NN WX ,1ONY 5.15 PYDa 9 TNHND NYPNN N0 OXNNA (D
STIVNN NPT Mavd

90N 2)NNN ,10NY 5.15 PYDI ITNNY TN D1NON KD INPINY NN NOPN OV NIpna (O
STIVNN NYITY DRNN ,INT INON PIND PIDS

198 NN 5.12.3.4
YT DY YNIAND ,WATH PN I NDNNY NIRTY PADN DY ,TIVNN NYIITY ORNNDY ,TNNN NN
180 9w (help desk) noymn TP 1239 NNPYN 193 (Direct) Y85 NPYW 179 POON

MYPYUN NP ApYN 5.12.3.5
INND PN9PN NYTY DYDY PADN LNNK YOI PADN YT DY TVINN ,NYPN DIV MY NNMIP DO
DININ NN, NDPNN NN, NNIPN NNON NN 91D IWUNR NN
VNVY MPYN MNP D VIPA - 12) PNIAYM PT PADN NI [ TIVNN NYOIT 295 IR )W X TH
.12 91901 NP DD NN, MIYNIN AT, PT-DY
WP TIVNN YT DY ITHINY NPPOVDIVLDI NNPDN NPT YNNI DN NX 1D NN MNIYT
T-DY yapow mana
5y D) 9O PADN DYV NYINNN PYNND XT> DY DIMINN , TIVNHN DYLN WP YN W MNIYTN
.Word YN PDF 1017192 M1I0PONR INITAIN /) 3000 T SYNNIN 12)

MmN 5.12.4
DYVNHNN DMPNN DV INMI TWN NYPN IN P2 D1V DY DN ,NPINNM NMINN MPY
SPno
IN/Y AN (NP OVNNYN NMIID) IYOLN M0 INA TIVNRN DY PAD NI VIV 5,12.4.1
;)N MIRNND TMA
IVY) TUR INYON D INA TIWNN DY DTNN IN/ NIUYNND NIRSIND NIV 0PI 5.12.4.2
P TN IR JINT IR PION NMINNNY TN
IN NPINYN MYINN 000 IN YN DY PR ,NNNN ,0MP1NY YAV OYI0 IN ,NNNN 5.12.4.3
; PODN DY INVYYYY 72yNY MINKN MDD
; DMINI NTIAY NI DPPD NYIITI NTNY OINR IN DNIDIN DPNRY INNONIN 5.12.4.4
; PODN YT DY IPAND KD AWK /) TN MININD AN N/ NOPN DV IV DOPI) 5.12.4.5
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PADN YT HY YXID NPINN ,INNIND NINHNN SMPY NNN NN NPR NOPNNY I 5.12.4.6
(DONXPN OMIPY) 5.14 PYDI UND NIND ORNNA,PIOY G0N DPYVYNI

MIYN MANY 5.13
995 5.13.1

SININNNN INIMND MDD DY D952 YN Y MNID IPNNNY Paon Yy 5.13.1.1
39907 99P0DN2 VNN MYITI Y90 NOIWNN DY NPNIYN NNVPVLIIIN

,TIVNN NIY POON SNIPYY YN ,II0W YN DY OOPY YN DY I8N DD 5.13.1.2
YNNWYNY INRY MYINY IR WHNYND INYY 1IN PIDN . T2 TINN MDY INYIM DN
P IMNYD P, POPYIIN PIVIND DT YT DY VIS IR VIP INA THON IR NN DO
NN NOYIN NNNNA ,IND DN 12 1MIY0VN Pa NN DN oD

98991 3999 YW D190 N1y 5.13.2
NN POON YT ,NNYTI WTN DXT IRYIN ,ND NITY YW NIPN1A 70 2PNNN Poon 5.13.2.1
.DMNITY) DV TN TIVHN

D221WNN NIDNMD 22290 NN DY NINWN/MITIVN NON MINY OV NIPN YD1 5.13.2.2
NDD NPYPN NN NN JOTYY TIwND paon w3 (Major release NN TN H913) 1¥IN2
NITYN PPNNY PADN DX NN TIVNN 7PN .DNIPNN IR MIDND NIY NIDN 1NN 9D
2N XIS MININ MYYA D), TIVNIN NPNIN 29 DY YNIND NOI/NMIDNN MPNN ,OXNNA
oM

993959 IN 98N HY ¥ NPYAN 5.13.3

YT DY, PADN NYNNA DYDIDON 1) NN IN/ AN NN NPON YW NIPNI 5.13.3.1
12 YTINN OY TN TIVND PADN NI NN XM NPOAND NION DY NIPNI IN )N
MIVOND TIVND 7P ,INRD NIPNA .OMNITY DIVITN TIVNN NN DTV T DY
: MINAN NDIYON 277N NNN NI
1NINYW VN DIPNI,PADN PODY , AN YR, TIVNHN DY IMYOIN NYIPO NMada (1
NMON DY - TIVNN NYIAPY NPT HY - MY IR MNT PININY VMY, PONN
TONN 1Y OMNINN DIVIIFN .NADN NNNN DI KDY NN ,PADN NYNNIAY VN
N YNPNRN VN IYY NONRD ORNNA NPYL MIPNN ,MP>T,JPIN
MYSNNI DT NN DI YIDID NPONL IX NDID PADN D1 MIAYPNNN ProanY (2
1237 TIVNN R¥DOYW NINK TIT I3 N, TN 110N
VP NOD NS NPINNM NPNN IYMIPY NR PADY INNN PADN D NN 5.13.3.2
VINT T DY VONY 12 NIPNA .IANINN JIN DY NPPNN NOVIVN NPPOYN MDY TUNND
NPINNKD PION NN VAT >T 91272 P KD ,INNIN 22>I9N 29592 NMINN NN PP0INY
DMO’NA DV DN NINN N/ 237 ,TIVNHN NYITY DRNND ,MIAVN DY P
XIMN )N OT DY NPONN I NDAND IR NN IWUR ININN 2ID
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02NNPN BXMIY 5.14
9995 5.14.1

,TIVIATI NPMINPN NINIWN 1) (7DOW1IYW7) DN DMNIPY , MADIN NN TNKY 5.14.1.1
DYNAY PADN DY) DONIXPN DMWY NN, NYD NYH ,PO0NN PNIND INYI TIwnn
19PN OIMIY OND) TIVNN NPNIND OXNNI

DXMNY PN NN MM ,MIITN NPND DD NON DONNPHN MY 5.14.1.2
SV PPM XON DIVANY MYITI MNP 1IN NI TPSNVIN W ,NOIYNI DIV
YMIPYN PON PN NINR MY 72521 ,NIIYNI DMWY DINDV NN IN/ ,NIIWNN
.PADN NPINNIY NPINNN IN NMINN

NI NN OONXPNN DIMPYN NINAD WINTH YN D WY PINND Poon 5.14.1.3
,DOUPANT DNYPYM NIIWNN 123592 NITYI YNV OONXPN DIMIPYY I»NNN
NPINN NNY I PADN MIANNN WX NI JINT NPNIM MDD 19 DY WD
DYMIPYA NOIWNL I1ADNY NON DOWIXPN DINIPY 1) ,DOUP12NN DIMIPYIY , NOIYNY
.Y NN NITY INND DD 19U, DINYIVN NOIYNN MDINID WD NOW T

DOWINPN DXNMPY NI HNNA DMNINPN DIXNYVY PRINY INYI 7P TIvnn 5.14.1.4
3PN VNOND

PYD VNOND DXNMPYN MM NNY MYNNIND DIONSPH DIMPY  PID> PION 5.14.1.5
DYINX IN DD DXMPY IMI PHRY> PADN ¥ WPAD IRWI DT TIWNN DN DY 5.2.3
LDYVINPNIN DXMPYN VINA DVY

09PN 0IMIPY NN YN 5.14.2
: N2 DNNY DXNNA NNHIY OONNPNN DIMPYN
NYSN YINY PIDNN WP NN INITIND ,TIVND DYLHN MIYPNNN DN 5.14.2.1
TO2 WP YTNIN; VINAD WITIN IPANN NN DIDIN NVNNI PIN NYNNN .Y NINID
NNIND INKD MOYD ORNNA ,MPIANN MDY DY DDIANN 29D YTNIN ,MIIWINN NMYWN
APV NTIAY YYD PIYNN NYAONI ,MOIVINN MIYYN 1901Y IN 3171902 NYHNY 19D
NPIVAN NIYIY NN MYAVN ; NPWN MINIAD 1571 ;5 37902 NPODIN INYNNA PION
MY YPIAM TWUNR INX 2T D) PIDN NMIAYNNN AN NINI DY NOIWNN DY MPYN DY
STIVNN T DY ATV AT P9 TIN YN NYSNN .MIYPNNN S
NN PTYOIN INYT POV 19 DY TIVNN NVONNY ORNNA YN MPYN 5,14.2.2
YXINN DNINN HINN / PNND DXNNA,NYY MDY — NMIYN 290 PNNIIN : MINAD OIIVTIN
9915 NN — NPIvN 295 NN - PANTND IN 5D MYYN MIXID DRNN 1NN NYNNI
;7910 NN DY NIPNA .02 1MW IN PNNN NYNNA YXINN NNINND HINN / PNNY DORNNA
.DYVYNY TITN MNIAN INND

STIVNN DYV MIAYPNNN DMIND YNIN POON DV INYNN 514,23

PO YA INYSN YUYW 207 YOD IWpa PADY NNAY INWAY PN TIWNN 5.14.2.4
DNV / DNDITY / MNOYN 7 MINAN

INA DNPNN) POON DY INYSN DX MIYPNNN DN DY AN NN INNRD DI 5,14.2.5
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DONND OYNN T DY PTI INND TDINRNND NIV PADY TIWNN NNV (NIDTIVNIN
STIVNN NN 2MOND DINOINN

NN ANSIND NIMN IT-DY MPYN NN NONN WD YIT D IWUNN PI0N 5.14.2.6
PIN XD D) IT PYD DY MINNNN INY NDMI2) MPYN NINAD PO NN NNINNND
.PADN NYNN NN DAPY NN DI TIwnd

NN NNDNA YT DY VY MWIN DI X TYN’ 12 VNN NTIAY DY DN PAdN 5.14.2.7
STIVNYD DONNPHRN DMPYN

290N DY OUTIND NMNTNN POND ,NYY 295 PNNI OOWINPN DXMPY IV D 5.14.2.8
TIUNN DYV MIAYPNNN DNINY PODN LI 1T DY IPMOY NHIND NI DMV DNdA
,210 DOYINPNN DIMPYN NI DY HOIYTIN 11D D) D151 VNN NT NYIRDY NPYTAD
MIYPNNN DN DX YA NPT DM DTN NTIAYN MYV 19010 TPINN VIO MY
MPT PRNYY PADN DY NAVVN MOMNNNN POND NN NPYTAY [ TIWNn DYLN
.TIN2 VNN KM ,NHIND XIWI DXMPYN P2 NNHINN DY

TN 2MANRY ONNNA YSANY ODY1D PHNI ,OMONNPN OOMPY MY DOVYNN 5.14.2.9
Ka)Valivalaly!

LDYNNNN DM ORNNA TIVNN MPI1TAY 10N NPOPWN YD 5.14.2.10

MY Y NN Y207 MIYVPNNN DN YW AN51 9IVIN INND YNNI paoh 0ownn 5,14.2.11
STV NN DYYNN HMID DRNNDY NYITN NYIRY GONN NMPYN MININ MINT

D1NYPN BIMIY MIINN 5.14.3
5.14 PYDa DY NN DMINPN DXMPY NNDNL TIVND PADY TUN DN VI IN MY Y DY
Y9 5.12.3 9PyDa DXONNNN NDNNN YNPY NN PIDY PODN YY Na ,NPINN NNPN DINN ,NT 779D
LMHIND NMINNND ORNNA TIWVNAN T-DY MIVINN PPV HII) NMIVN N0IP NTIAY DY NPINK 05D
YN DN DNPNNY DXVYTIN 12 TUNnd ,010WN 53 XD 07791 IX MPYN DY NTHNM NIRIND MPPND
YT AN PR I NPINK DD DN NINTY (1PN 29D ,9DNN VTN IN MPYN IN) I NYIP
Y YD DY NPINKRD NNIPN TYN PADN DY NYVINN NINN NAIN DN D

02909 D98 NNt 5.14.4
PO0M 1IN PPN PODN T DY TN DIININ NNAWN NNIND DD DXINI PNRTND INYI TIVNN
NYNNY DRNNA,NNIND INKD PIPNNT NN DY NOY ROW PNNA NN DN TIVNY NN 2»NNN
STIVNN NWINY PION NN
TN MDY NPT MIDT I, D°901NN DIININD NN I VININM YTYDIN NYTN DIPPY TIVND D ,INay
;1079 995 NN TI9) 199D DDIAY INYI TIVNM 1DIN) NN DIV TIVNN NN NIPNND MPNY TN
SINRD NN
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MY NNY 5.15
25W97) N30 2t - (SLA) mM9’W NN 5.15.1

,IPADND MMAYTY MTOY NPOTH NITHND TIVNN Y72 DD NN MPYN MINN 5.15.1.1
.IND Y9-5Y PADN NMAMNNN DPPD PADN DY MPIA VINIAD NIV NPRNND

MNAPY MPYN NINNL PPND DOONINY NANNN NI TINYD PNNN PoYN 5.15.1.2
2WAN XA MDY

, A0 5I190N JOIN,MOPN IGVY NANND JIT ,MPY NYIAPO INAIPN PON 5.15.1.3
DXMPYN N2ON VIV DOXVNNMNN DININD DI 19-5Y D) PND VNN D DY NYY»
.MIYPNNN NN

: MY MINMPY OONAN NANNN 2N 1YY PavN Yy 5.15.1.4

199100 MYMIT — 91950 11 7/ N3N T nYPHN N0 NN nYpPNN N

PT WNN Ty mnnnn.

YN YYD

MY TPINa

PN Y95 MpT 10 TINa NOPNA 519V NDXNN | 90N IN NI NNXAVN moYMIP
30 TINY TP INIPN NN YIIN NTHIAYD Mywa No9yN1 DX

IV MYV NPNX IRIPN NNYND TWUND MPT
1PNNY PODN DY MNMNPNN SWIN NN NYITH NTN2
MYV 2 TN 0> TIVHNN INRD YN T, TIVHN
NP NNPND TINN

TIT 992 ,N5PNN NIND TY PN 19IND YNIN NPVN
T2V MYWY NINK 17 NTHIAYN MYW1 )0 nYIT
NNXN YXIN DYV 1 TN 7PNN NOPN DIDVN NNN | 2D N MY NNAYN NN
STPINA NNPN noIYNa

NoPNA 210N ,18: 00 NYWN INKD MPT DY NIPN2
955 9112 09:00 NYWN Ty ,XaN NTAYN D2 SN

MNDD
PN PION DV NISPNN SYIN NN NYITH NN
MYV 4 TN D> TIVHN INRD OMN I3, TIVHN
NP NNPND TINN

DNNN2 NTIAYN MYV PNT 19N Y8 990N
9PN PN TY NPRNNN NNID

7NN ,12: 00 NYWN TY DNNTY NOPNA 190N NONN | NINN IN NPVIP NPNR o0
INND NOPN NNNTY DTN .18: 00 NYWN TY DY 1NN
NTAYN DY NN N2 NPVN NONN ,12:00 NYYN
.D»I1N¥2 12: 00 Ty NaN

VPNNRD POON DY NINPNN SYIN NN NYITH NTN2
MYy 8 T > TIVNN INRD DYDY, TIVNDN
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NTIAYN MYY1A YXIN DI90N .INIPN NN TYINNI
9PN PN TY NTIAY DY HI2

MYNNNA PADN 1XT NNAD XY 7P TIVNN NPV NP IN NOPN 9D >0 5.15.1.5
.DODINY NINK TIT 922 IX D’RYTA /7 TPIN NAYVLA NYTIN

NI MPIAYD NOPNN PINAD TY ,NTIAYN MYV TONNI MY DY PIon 5.15.1.6
STVnn

MYV INRD D7XITA 7 TN NIOVA NYTIN PADN VNI NWYY ORWI M TIWNN 5.15.1.7
NYYN TY NIN NTIAYN DY DY HIPI122 PODY NIDN) 19X AWNIN N MYI{PNN TN
.09:00

NPIYINRD DXNNY,2ID0N NN Y DN OMONDY XD NPV NOPN YW NP1 5.15.1.8
NADN MY XOD IXMIN NNT PIND IN MY PO, TIVNN NYIIT

MIPYN NN NIDN 1°)3 NN 5.15.2
NY»  DOMD MITHIINN MIPYN NN MPYD MDONI TNy XD paDm Nna 5.15.2.1
PN5YW N9V DO YN DIIODIN DN PADN
NIAVN VP DY TIT2 YUY 91D [ TIwnn 1 DY DO DM V) 5.15.2.2
NINN TIT D92 IR TIWNN DYLN NDNN YN DY NYIN) NNPNNI
TPNPID DO NOYIN TIWNNN YINY YTD NYIVI DOVNNN OMN9 PN TNV 5.15.2.3
N8N MY VPPN MITY,PADN TH NINKN

99190 MY NN 123 NS NYNN
NNIPY N NOPN NNYNAD OVNIN NIYNY NN

NN DYV 9 132 @ 1,000 SW NN
moY
NNNI NN NYY 53 PIa @ 5,000 DY NN | 7 NP NNXND YIIN THPVIP NOPNA 2190 NONN
PXIN D19V DY NYV DI P2 IN NPVN GPNIN 91DV DY
NNN2 NN NYY 55 Pia @ 1,000 W N9 [ NNXNY WD MOPNN M2 DIV 11y / NN
21902 219y NYV Y3 )2 IN 190N NMIPN
nYNN2 NN 0P D5 P2 @ 5,000 DY N9 | PHN YD X NOIWNN MPNN INA NPODNA NN
MPYN NPOON N

N2NNN NN 0P 55 P2 @ 5,000 SW MY | DONNPN DXMPY MIID) MY NPIDNI MNNON
YN NPADN (N2 TM

MT990 N2IIN 5.16
NPT MTIONN DN .NITIN NION PADN PP PADN ,TIVNN NMNINY ORNNA 5.16.1
IN NDID) DITINN P2 MIVPNNN NPODAN IN DY DY NIPN PVYIYY D¥ONNN NN
VPN NMPNI DXMIPYN 1NN DY 2DV 5521, XNV NDO DN (NPON
OMNMN D95 NN 20N PADNT IN NIIWNN NN PAYND RN NMITINN NNON NIVN 5.16.2
IUN ITIDN 1IN INYVN MDD IN TIWNN P WITIN YTHN DI NN 12) POOYN NIIYND
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MONY NN AYANN ,7PINNRDY MITIVNN TONNA TIVNY JNYID MOPN INA PR WInd
A9NY 9NRY OXRNNA ,DXTTNN DI DY RIN NOWH PIOY TIN MY

917 2200 MPYN NN WDN NY ,DONPYNN PYN DAPD PrOand TIvNn VIONY Yoo 5.16.3
IN NYITIDNN NION2 MNINND YYD ODAN .52APDY PYHNND 9N TIVNH DNIN DINPYN
12),931 NIVNN MIYN DYDY N9V DD YNIDY NIV DD MUY 2»NNN PODN ,NTHINA
211 NIV YNAT IN DIWIND VY TUNR NIV D YNIDN YININD

TIVNRN MYPA 55 NN OPPY ,NXIN J9IN NI GNYD 20 NN MID 2»NNN Pavn 5.16.4
™ION 19 DY DIVAY 1NN PODN LPNM NDXIN JOINT MMTINAN NN WNNY YoM
,TI9NY TIVNN NVONN TN MIAID TIVNN TN JIYDD NNYL 1D P DN GN NTINNIN
VIN DXTTNN P2 NPVIYNI NITNN DY NIPN D250 DIIIDDN DITTNN .NPIDI NMIYL IN
INYA P, NYIN ININX NINX DY TYD WINTHN PADN WINd [, TINND TIVNN NOVONND
12925905 N9 ANy

s MTIDONN IOY 5.16.5

2y TIVNN NYIRD TV NNIND NPDIN DY TIVNN NYTIN DN — 7MI99D NP (1)
MINIY 1Y, TIVNN M1NIY NN PADN YN ,MDIWNN NPNI .MIIWNN NMPN DY
NN N9ANN NYNN .DY/INK DY/PAD DY IWPNN TIVNNY DI ,0/UTNhN D/PION
90N Yy .DY/INNK DY/PID DY D/INTNA DY TN IN ,MIIWNIN NNPN NINN BY TN
,DNMN YNNI 172YY ,NHINN NPDIN DY TIVN NYHIN DY YTIN TINY T2 D1vad

Y9 NOD DMWY TYNN IWANNDN 19IND ,0/YTNN DY/PADY ,0710INN INYY

NI FVI3 537 M7 ,NNINN XOYD 532 NN NPNJ PADN YD MIIWYNN NNPNI
T PYDIY MTIVNN NN VAT - 5PN ,NVINIY MPYN

TNV, INNN OVINR TIND DXTIIY NDINT TNXD THRYNS INNN PIDN ,WITM NN
DY/PADN PN DY GMVYNIA YTV NONX DYTAY .OONINN INYT NPEY 19D TIWNN
.DYMIPYN DY INNIVY 535 NIV NN NIAYND INYON M0 IR TIVNHN DY 191 D/WTNN

NAPNA YN INKRD DOWTIN 12 TYI MOIWNN NNPN DD DOV — "N9MINN NP (2)
DY 19N DIXNVYN 1NN INNNYN TUR INYLN D IR/ PIDN YT IPAD> NININN
,DNRYVN M IN TIVNN MY IN O/WTNN 0/PADY ,(TIWNN DY VOMNN INYT NPV 29
,UITIN NPYTIN MYYN 9902 ,TIVNN NPNN YPO GX TINN NN MYV YPO

DMWY DMWY HNIND DNNN)

90N T HY DMDNIN OMIPYN YO NPONA 1T ONN INYTINA VI TIVNN 5.16.6
P90N AN DM PYNN NEPN NINYNLIN,OIXIDN NHIND NPDIN) WTN PIOD DNIAYM
VTN PADY ONN PON NIV
NN DY OXPON DMNX 220 MTIONN NMIDN NX OMPY PADN NN DMIPNN MNVWA 5.16.7
PA0Y NYNHND NMNNN OXMN ,NNND DMPYN PON NPDIN HY NIPNI POV
95 ,0YMIPYN NN PYNY PADN VXN IRVINY DIMPYN 9GP0 DORNNA TIVHRIN
TYIPND> NON OONPY .NITINNN NNONI SNMNY MY NOX DIMPY PADY wITIV
DN PY09N2 1MINIA XD AN YNNI YTV TIVNNY TY IN MIYPNNN NNPN OIND
NIVYPNNN NMPN DIN N9
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DYTYNN Y95 NN VI PAON DY ,2PYD NNND MTIVNN DY TIVNN NYTIND N9 5.16.8
DY PNV WHNYND TIVNN NN NIPNI MPYN NN DY NNIYD 1N DY O0OwITIN
N DY VIPID YW IWUN DYTYSN ATO DX, MOIWONN NNPN ToNN ,INM PION .INN PIO
PAYNY TIVNID TWIND 1IN DY MIDIWON HHD NNY,MDPN DIDINI DOXMPY NIV YSIY
NN DINY DMV NN

;20 TY TIVN NI2YN : XAN VIPAD DXNNA YITIN NN, IRV P2 ,D270N MITIDNN NN 5.16.9
NINY S VINYID MIDOVN NNOVN ; (T NNV 1IN ,NININ) IRSND D11 82D NN
NN OVAND YITIN D) DNION ,DXWNNYN Y09 591D PADN MDIYNA DMINP DN
120N ; Migration $1¥>2 T8 wITIN YNN D) ION ONIIN NINK NN DNV
NNY ;DT 1IN DMV NN MVN NP IN DIPID DY YPDI NN ,NPINN MO0N
ANYVN M IN TIVNID ONIIYN INKD DINN) NTHVM NPTID DY

15 9PYyD2 VNI MIVNN YPID YIN PADN MHODN NN 2D’ PADN , TIVNIN NYPL IS DY 5.16.10
YpnNnn NN

719 Do HY NN V9 YD N MINANN ,TIVINN ,DDNDNN YD NN TIVNID PN PODN 5.16.11
D5 NN Y PADN .OXMPYN INNY YNIN LMD VN X NPV TN ,T) NNV
PN NOVW V19 DIV P INY» XYY 19IND L,(11D),D°20010) DN DMWY YN
3 DIN N P2

VIND TIVININ YT ,IDIN 5D P2 PN RO MOIWNN NMPN DINA D IPNNN PODN 5.16.12
DONMN NTHVYN TONN NN TYN® 21 ,(PTD 91932) 1My OINYPN DNDIND IR/ TIVND
AMyna ynv

TPNN DT PYDA VNBND ,NPON IN NXIVNI MTIVN NION INd 7272 NVONN 5.16.13
STIVNN DV O TYOAN NYTN D1V ONNNA

YT DY MW VINIID DX TYIIY DNYA 199D 2INDNI NINRNN X INX NPND MWW U35 5.16.14
DYTYIND 112N, 2099 NNND DXTINN P2 MIYPNNN NPOON IN DY DY NIPNI poavn
STIVNN YT DY NIVINDD NITIDNN NNONA WaApY

Y719 HNVAN .6

PYOI MOLNIN 2D NNM YN NNVIX MYITAVTIY TLS MTiyn 510 98mm noavnn ,paon
IYPNNN NPN 93 TUND \oND M
WY 6.1
s MINAN MYITA TINYD PADN HY ,TIVNN NIRNN NMNIND 91951 6.1.1
95) MVYN YPAD INYLN DMV NN ,PTAY 1Y KDY HINYLN HNBN D) POON &.1.1.1
MYT Y92 TINY - INPRNN INNPN ,IN2999HD NN IR MOIWNN NIPNN DX27WNN
172¥Y DX P2) 19907 90DHD2 VN NN DX P2 ,I1200 NNM YTHN NNVIAX NPNIN
L0 YINGID 2DV DD NYD NYN TIWNN T DY
39 DY PNMIAONNN YIND NNDND PON YOI IWUR Y NN DI NNVIAND INT POON 6.1.1.2
20992 NIND T NADIA NPTION NINXM D952 NHIND
19IND NINON DD — DNVIINND DMNITY M0 .NVIINHD MM MYIITA NDNY 4.1.1.3
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N2 NINTIND 95 ,0NMN
NIVIY NN XMNN PIDN MYOIT — APAON NIVAY DN MYITa APy 4.1.1.4
STIVNN Y YAPOIY 93D NPADNN

Sy UATHY 9391 (NINSM NORY M) B Nny meoaTa minyd paondy  6.1.1.4.1

2N YV (NINNM NORY N2) B 11 medaTa Tinyd 1180 Dy T9vnn
1252 TWNRN YT DY NN NNIND NPNIN .NPIOR NIVIY
A N MWYATI TINYD IT/PADN DY [, TIVNNOIT DY WATHW DI 6.1.1.4.2
PADN NIWAV 512 (DTYNN 9N 7Y NINDN YINdI)
macswnn (Third Party Components) 9%y NN N0OWY TIwnn Mo aynd 6.1.1.5
APMINDI) MIAID ,NOIYNA
Ay N1 -Penetration Test 1120 ,NNVAN MPYTA MINSIN TIVAN IO PaAYNY &.1.1.4
: NN MYIITA TINYD XN NIIWNN DY, TIVNN DX NONIND P92 4.1.1.7
DNNNA PY XMPY DY X (On-Prem) nymipn mipnn by nooan mdnn Mmpnn oo &.1.1.8
NRNNA,MN0Y OXNNA,NMIPNNN DY IDIN 1T PYD NPNIN .TIVHN NONIND
DY) . T202 TIWNN MNIPNNND YSINN TIVNI DINIRNND NN YD H95Y Nwd) 4.1.1.9
L7252 TIWNN MYINIY NN YNINN PININ
DN NN (On Site ) MPYN NN YXIAN IV TIN/ NPINN /ANVTY NOwa v 4.1.1.10
INN TIVNN NNN
0N YR DOODN [ NINYNNNMY NOIWNNND DINNY/YTN NINNIN IWINNN N 4.1.1.11
JON DIINY
N2 YRIN 0NN YN 7270 ,Log d¥ap NINXIND »IN NION OMPY NN 6.1.1.12
2771°2 920 NIPA 02 OINN DN MY [ XXINN YTNN NIRRT IRIND TONND NN
STIVNN NI POY INK TIPON DY N
,N129YNN DY 120N NN PV KD NI VI PNND PION DY, TIVNN NYITH ORNNA 6.1.2
: DN DYV VI, HDI DY NIIWNN NNN T2 1N YPHN NN T2 )N
,(NIPY NV YN - OIP LYTRN DY YR MIAID) YDHRN NNN NNVPVIIIN 6.1.2.1
: DYNAN DXVNN MAD
NPV PIND MYIITD NIV YT PON 4.1.2.2
.METADATA »02>0 m295,ny1N2) TIDY2,NNNNA YN NN 6.1.2.3
DTN YNNI 6.1.2.4
YTI0 DY MRYIM YDOPOINY TINVYN NN NDNY 6.1.2.5
LDOYXIN DIMIVIMIP T /MANN MM &.1.2.6
NYIIN IN/Y 90T) 9290 YN DY MITTINNN 22OV YN NHVN MINIPY NVPHY 4.1.2.7
YN0 DY MTTINNN INA
19 NN IMNA (High Availability) nmay m»nt mc5d 5¥ MOPYIIIN NN 6.1.2.8
.DMWYN TIVHNN NN
DN) MNYIPYI MONN, NN, MININ,NYSIND TPNDINVN 2290 NN INN’ POON 4.1.2.9
NPT IDYN ,NIPAY NV IOYN L, DMIONIVEPN  DIIIYN OVDNA (IUND NMIYNIN
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2P0OVPIR DIND MTHINNM

VY91 .2>97 21991 DD NN ,NIIWNN TINA OX9HIIN YHRN NNVIAN MMIN DY 6.1.2,10
NN DT TN NYIATIN NPUNIVIPNN DIND NN NN Y35 11NN 19IN2 ON»
DOVD YTV DIDVNN

NVAIND JOINT DNIPNN TIT DINVTY ,ONITY ,NPINN MNMIN 4.1.2.11

NINN NIIWNN T PIXY DOYD NN MTIPIND NNX DI ONMNND PION DY 6.1.2.12
0259 2TV Y95, 1ON DINDYOY MYN

INVANN NYIAN 6.2
NNVIAN NPPTN ,I2DN NN NPITN YINDNY ORNNA NIIWNN NN PPN PAD’ PION 6.2.1
MYN MOWN NPPTH YDNRN NITY 1PN ,MNVIRD MOIWN MM NPT YN
—10IN MP>T2 NINIAD DXHHIN TIVNN DY NMPX NPT, MNXNDDIO NPITH ,DOVNNYN
STIVNA 2»0N NNNN TIVA DY YNNI NNVIN NPT 97y 5N
NN NAVIANY NIVNA PN PA,Y TN NNVINI 121D NNN MNIPY NN DY1N NIWNN 6.2.2
: DYNIN DYODNA,NTIPONT MONIN
VTN MOIWNN MPNN &.2.2.1
VTN MOIWNN MPNY 4.2.2.2
MOWNN NN MY ,YNRNPON 4.2.2.3
: Y9N, NOIWNN IPWNN INYY DINMN OPWNN DI DININ NINIPYN DX DYHON NOIYNN 6.2.3
N 8NN — Identification 4.2.3.1
D nn—Verification 4.2.3.2
19NN MPYY NDNION PHTINI MNTINM MM 2>57 NN — Authentication 4.2.3.3
PDVINNRND MDYIN
MPYO NDNIN PYINI MNTINM MM VINONR MWYKN TONN — Authorization &.2.3.4
JPDOIMRND MDD TONN
.N59Y¥n1 2°59 H3Y ORNNA DY) NP — Access control 6.2.3.5
YN ndn — Reliability 4.2.3.6
(MAaxn) v ¥y Sy NN LY NN Pon/npTo — Confidentiality &.2.3.7
VPN Mndw — Data integrity 6.2.3.8
.Mwnonn ny»n — Non-repudiation &.2.3.9
M0, 0w, Twn — Log, Audit, Monitor 4.2.3.10
,19) DYOYWN DMININ Y MPONN | plug-in 13 /) T8 TP VDY HOWHY T8 NN 6.2.4
STV 9202 NN TIVNHL NPEPIZON NNVIAN DINN DY URIN NN 2NN
(Linux W™ Windows) ©NIWo NyMOTY NYY¥aN MOIWNI vHnwno a»nnn paon 6.2.5
TOIPY DINIL MPNN NPPTN DY PADN AN DMIDTYN NNVIND NIV NNITIVIN
STIVNN NYMIND DRNNA, NOYIN NIIYN NITY NPITNI

P15 HNVAN SIPM TMIPN ,PIN MYSITA DTNY 6.3
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YOOI MNY DN NPVLIAIN MYOITN D2 TINYD NIWNN DY PADN DY K955 6.3.1

YTIN NNVAN MYIIT YD DY NIYN NOIWNN L,PODN NIAPNNN NN WD YD, NN
DIPNN ,ANPNN ,DOPINN DY ANV M TYN BNIITNN DNOINL MO NINNY
1 19NY DXV NMPNINM

ISO 27001 ©MMHN NNLVAN PN &.3.1.1

ISO 27002 ©MMHN NNLVAN PN &.3.1.2

(PY ©DIAN PNIN92 71231 NTH2) ISO 27017 PYa 0N NNLIAX PN 4.3.1.3

(Y DDA PNIN9 1T N7RA) ISO 27018 Pya NPVIY NNVIAN PN &.3.1.9

NP 1981 X7NHYNN ,NPVIGN NN PIN MIXNT NPV NNNY MYIN NPAIN 6.3.1.5
20173y Wnn (Y10 NNVANR) NPVION NN

270N PVNA NIN OPAD DI NTIAY DM 1051 YTIWN NN 6.3.1.6

STIVNN Y MNLAIND MO NI NPT §.3.1.7

-NIVN ,0%WNNN PIN D) MAVMNND MIIYHNY O) ONPNNND PIN 9 MR 6.3.1.8
(27191 5N PNP IPT 2007-N7OVN ,DXINY NMDT PN ,1995

ANIZNA NPRIN T PIN MYOIT DY MY YSINNDD VNN D NVIAND PION DY 6.3.1.9

N NN 64

P2 NINDN NTION - PO ,DOPYNN NTIN IWIRNN DIV P NIWNN SPYNn 6.4.1
.DNNY DIMIN OPYNNI PP, 210N PYNNI 1D DIVNRNUNN PYNN

NTI9) NYI N2202 NMYNINN MNNNM NIIWNN NPT 6.4.2

TI9) NV N2>202 YN NYIA YNIND NOIWNN MIPNN 6.4.3

PRVINID-1IPMI KON IR MNYI NTION YNINN 6.4.4

92791 Best Practice »9 Yy nwp» noynn v (services) D¥mI1PUn nHyann moIvn 6.4.5
.DIVOW DI TIVNN YoM 97y DN DDA

TO J9IND WNIAN YT NNVINX MNDTYI NOYON MIIYN MNITY : DMVMP MIDIN MNOTY 6.4.6
NOIWNN NAY NNVIARN MNITY NP PIDN .TIVNI 92»D2 NN TIVH NN QLI
.NOIYNN 123590 NPNR NITY DV NIPN DI IR ,NYIIN NOINNY D35

(Offline) VITVIND PY> NN XOYW DMNDTY NTNN NINIL TIVNN NOIWNN 6.4.7

IN/) XN 1Y NOIWNN DY PN D2 MYPI N2 NYIND NINN DY IWIRN NIIWNN 6.4.8
[(D2X2P INDYNY MYPA N2> N DD52)) YN NNIND

DNNN2 DIPNDY INSDOY MYNY / YN /P DI DY TIVNN NN Y110 IPNNN PION 6.4.9
STIVNRN NYITH

INPILANN NI NN 6.5
PO — ANT — DN OV PIPOYN 09 DY LVOP MPPTA DWW TINNN NOIWNN 6.5.1
:(Constrain = Reject = Sanitize)
ANV VPN ,TNNX,ND 29D VOP NI - White List-2 winow : (Constrain) 9230 6.5.1.1
mMapNNo wnwns Wn vop nmon — Black List -2 wmow :(Reject) nnT 6.5.1.2
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oM
VYPYINTI NPNY HNONIVID D WY VIR TIONY - YT VIPN IO : (Sanitize) PO 4.5.1.3
.Mva

oN ,NINTY API -5 nbapnnn NWpan Man NN 0) NTHN NN ,2¥0 MNIND qoN1a 6.5.2
N MPPN NN D) XRTHN NIWHN NN, XMLon9a ny»n API -5 nbapnnn nwpan
ANYTHINY oxNN2 ,Schema mysnna XML -n

OWASP top 10 -5 orNNA NNN DMNINN DY»N NIIWNN 6.5.3

(Authentication) mN 6.6
YTIN NN NN L, MY ,APL ,nbyann noyn - 10 ,No9yna 2909 Y5 6.6.1
AMay
,D)IN) DDA - T HY PO, NIIWNA MDNAN NIRNDION NONN J9IN NN INND PI0N DY 6.6.2
NN NIIYND VI DU KOV DI NNT DIV IX DO, NV NN
mMH2annNN NYa (SSO) wnnwnn S¥ NTINK MNTIN NI/ WNNM TINNN NIOIWNN 6.6.3
UNNWHRM DI1NIN YPYNND
Sy NYAP UYON AUN  MNNDDYO NYYTH NONN NDID/A WHNM TIINN NOWNN 6.6.4
S TIVNN DY MNNDYON NPPTN 97y DININ ONINYNN
NP IX 0NN X HY NN TR NYIAP : NND0 TN 6.6.4.1
MID , MY NNLP NPMN DI9ION OMNNA YW NPIN : NNPDYO MAINND &.6.4.2
.DYTNYN DD
X) NMNDION NAONNA YHRNWNN 1IN MPINKIY 1IT NMPN NYIAP : NNDD 9PN 4.6.4.3
N(ubjal
SNNRD MNNHDO X NMINGY DY MNNDYD NMNVDN NYIP : NINNDDYD NNV 4.6.4.4
VINOY MY : MNXNDDYO/NMINT 21N N30 NN DI NTIAYA TN NOIWNN &.4.4.5
Active-Directory noyna
.SAML 5107792 7NN NOWNN &.46.4.6
MDD PONIN2 MFA 0w» n%15%1 Tnnn Nownn 6.6.4.7
NPNIND ORNNA DININ VNN THINPI-TN MINPND MYNNINI 1INY» MNNDDID 4,.46.4.8
.1PDYON HY NITN NNIYA TWIRT KD . TIVNI NVIND MM
MYINN NYAP N 99321 — OXOWID MINTIN NNPDN NYINI NIPA NI TINNN NIIWNN 6.6.5
TYUND DD MNTIN NNPD 190N INRD DIVNNWYN NI - YD 1513 DIWPN DY
JPONINIINT NI IR NDWIY ONRIN OMNNNN DMIVNIIN NN PTIND 7PN 1N
wnnwn ova 89 API Keys (Token)-a wy»w nwyn noaynn APL Dy minTina 6.6.6

Na)alvalv)l
-5 Y XY ) 0w 0wa HARD CODED -5 yynw» XD mMINNDO — asn 951 6.6.7
.CLEAR TEXT

oy TIvN12 NH»PNn SSO NovNY Mpwnnnm MFA | 2 n5nn 0»pnn 511700 11’2102 6.6.8
STIWNT NPNIN Y9 DY) TN D
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NITY PYNNY DY) TIND YNION ONIN NPN DN DV MNTIN - PYUNRI 2OV &.46.8.1
.NOYNN DN 19NN
STIWNA WINOIYD DD TUR VNP OYNNINI WIDIW — DPNYI §.6.8.2

(Authorization & Permissions) mNW9N NN Y119 6.7
NN OO, NPNPIYIN ,NYYaNN MOIYNa Shared Credential -2 wi»dw MON YN 6.7.1
193
— 9995 ,m7M2m 197710 (Roles Segregations) 7D 1Ran NTI9NA TIANN NIIWNN 6.7.2
DY OMININ PP 119N IR TN
MPYNNRNND PINNT NIIYNI NNDNN MIXWINN DI DNNIN NN INND Pavn DY 6.7.3
Active-Directory & LDAP m215 nynsn nmint 5)1m0 ndwvnd
PPN D35 NMPN MNWINN NI NN Roles -1 595 NN INND paon Yy 6.7.4
.RBAC (Role-Base Access Control) -2 Tymnn noynn 6.7.5
: DYNIN NNIPY2 TN IWR 2TDI) NMINYIN NN TINNN NOIWNN 6.7.6
PN IR DY) IWANRD ¥ NOIYN 2957 952) NIIYN D52 : ORI IRWIND PIPY 6.7.4.1
DNOWNNHOITIPAM YTPON NN YNIY N7 NIV DI, DIWYINN DD DINIINID
DY ARVNY NYID D913 DIWNNWN DN DX2DND WY : NIIWNN MARWNID WD NON 6.7.6.2
YN DYDY ON N (19Y, registry keys ,nypon ,008ap)
TNNY DMNIN DYDY YN : DNNN DD WHRNWN INIY NPONDIPND MNYIN 4.7.6.3
Store Procedure -5 y0 mMXWAINY RTNY TN ¥ ,09IN) NOTY NOOY ,MIIN DY MO
AW DD NPONDIN IN TAD2
JAD -2 mxap /7 ownnwn YY DDINN2 MXWIN NP TINN NOIWNN 6.7.6.4

Access Control - hw» m9pa 6.8

NMY NPOUNINY ©N*a Mw»Y 1Y ACL (Access Lists) 91772 7mnn noynn 6.8.1
.(MXMN N2>202 OXNNN DY NYIN NV NON ,NNPNTY)

PNONN 6.9
uND (v ECCR) ndymy AES256-2 N2 0m DIW»N NI NIONN IWANN NOIWWNN 6.9.1
NPRNN MTIAY YD 7P 1N PO DY XOY ,TIVNN MDY P MIANDN NMINNIN
AONR MINNON NYT> XOY PADN YT DY NOIYNA

Data & Information - ¥y 6.10
YR DY TIXD MY NNNN NN NITHINDY MDY NTIONA THNN NOIWNN 6.10.1
YJTNRN NPOS ONNNA
:(Data at Rest) nnna y71n 6.10.2
IYUNI MAXIN NN JONINY NPV YV D YN NIIWNL WD YDHRN DD 4.10.2.1
NVDVIA PP MANNN NMNNY .DMIPM DD DINMINON DY DDIAN> NIONNN PN
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D9y PADN LTI IVINY MIANT MNNI NIIWNY NIND 7PN 1NN TIVNN DY NTYHa
.MMANNN MNNN DT> XOY NPRNN MY YNID
DN DD NNINM POYT NIONN IWINN NOIWNN 6.10.2.2
.Cache -n 1502 v Y10 HY PNV IWARN KXY NN 4.10.2.3
AN NDNI TN AWK YT DI 219X 19IND NON Y10 NIPNY IWIRN XD NOIWNN 6.10.2.4
TIANM MNIPIVINNL YINOY MYSNNI W)Y NM) YN NIANN TN NOWNN DY 6.10.2.5
.y ECC I AES 256 bit mnad) 01pn
MIPIVINN VIDIY TIN NVIIND JAIND IINY DPNIPHN DOWNRNYN DY MNNDID 6.10.2.6
My NVYYY DINM AWK Salt 9y grsa SHAS12 15 DNLIINDY ,0Y92P10 MIONN
STVNn
:(Data In Motion) ny»na y1 6.10.3
NNAXNI MON ROD ) IINY YN NN NN NN 2V NYIA 12NN Y1NRN DI 6.10.4
.MANND 00PN BN 0NN XOR ,Base 64 >3 902y .ndym TLS1.2 10 ,nrnvn
ONVAN NNAYNA 19X NPND 21N, NINNDYDY WHINYN MmN Y5100 y1n 6.10.5

MYINNY (019N K8AN) BINY 9V 6.11

(SIEM) D>¥171PR 51177 15919 NYYIN IUR DPNNVIAN NNIYIL 1D DI TYNN NN 6.11.1
19910 19IN2 NIIWNN Y Y8AN (101 1D, )yw) D2N5N PNI10ID , 00V D¥22I7 NIIYN DN
NP1vN

IUN DYDIN ONH PTHNY ,DANYIND ONXNNA ,NOIWNN OYNIND IWIND NOIVNN 6.11.2
2PN NP MDD ONAPA TINN DN MDOYIN

MO OYNPN OXITIVLEY OxNN2 SIEM -5 00D niayn nYI1dd AWaNN NoIyHNn 6.11.3
.Syslog

,DON) D02 ,MMNPIAN - MY ,NIIWNN DY NVNN MDD DI NN INND POON DY 6.11.4
DB, Services, Connections,) Y10 NNVAX NION ,MNPIRY DNYP ,DMPY
NOIYN OMIVYNN DINDN KD NN INNDI VY PAPN VY .(Queries, Security Violations
.(Success— INYXNY NI H51D) NOIYNIN DY NNVANRND TIVNI NIV DNIMN

,N2YANT NIIYN N ,NNINDN ND IO N0 YN NX PPYUYND” IWIRN NOIYNN 6.11.5
.27y User Agent

NITHND ORNN2 POX W) X ITION ND XNPA MY DD TN IWINRN NOIWNN 6.11.6
NOYNN Y NP THN

NN ; TPV XD (NPINN,INY ,1AN) Y 79N DNINN PP NN NON NP 6.11.7
PV XY DY) NNT IWIND

(MYNONN NYN) DYNIY INKD QONIY YT NOY YINT TWINN KD 6.11.8

920N NV NITIND VNN ION PION NDNY VNN NONN 2AOVN POND 6.11.9
TIPND MPPN NINAY YITIN NV TNXY NI MYATIN (NPIYNP) MNXNNM
219 5NN .Big Data-y SIEM »¥m m5oi 1OX mdyn .mmvn mmys mind)
NN TIWN MYATY ORNNY XY VM IPNH IDIXY DIHRMN DOIDNY MYIND
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STvna H2»oN
APYN TNXY ,YAPINY NPIVNIS NNPND MDY 5 HY Y NVOIN YN NNYN NOIWNN 6.11.10
D0AVN YN NI 22N

MPIN MPr1a , NP YIP 6.12

NN PRY LWITM 7PN D) NOWND yaw PT n7yt »d pavn , T9vnn nwaTh oxnng 6.12.1
(Penetration Tests) Y0IN/NYTN - YT NNVAX YWY MODN MP>TAD NIIYNN 2907 9D
NN T DY WA UNR,(TIVHN N2Y NMAY TP 12y IR - Code Review) Mip 9p0)
STIVNT INNND WNAN KN MPOITAN TIVNN DY YTINN DNVIN

YTY DY YAPOY 29D TYINA WNIAN TIWNN DY YTIIN NNVIX NNN MW TIWNI MPrT1an 6.12.2
NPYTAN INYOLN PN I/ TIVNN ) N2 NDN TP PNND NN NMHY NXIPY TIVNN
MP>TAN NINKIN .TIVHN NYIAP 29 DY, NINK INA NY OTP /7 N¥MN MD202 YNINN
(6.12.1 PYDA NNNI) PADN 7Y TONOY NIYT NP

DNRNN2Y OMPIYD/OIRINNN DI D905 IPNNND PADN — MPITIAN IRNNNI NPV 6.12.3
SPNND LYY NN NDAP TNSD YITIN D YN TIvnn 1 HY 10 1ay»y nynnd

YN YNNI NNVIAN YDA 1D YTNIN NNVLIAN DY NN MYIT DI TINYN NOIWNN 6.12.4
MXI9 D5 PP YNNY PION LY .DPNNPN TIP MIPODI YOIN MPTN MPIT2 HND , TIWNN
YTNRN NNVIAX MIVPN DI ININNN NIDN DN IV BY TN N2 YV YN NNLVIN
PTPY Y90 OMPYYN DD NiIIM

P19 HNVANR YIVPNR MKIANNT DN IN/) Y119 HNVAN SPIIND NIyN 6.13

NNONI ,NININD PR NMNIANND DPNR IN/ YIVRD YTHN MYN NNY PNNN Paon 6.13.1
2 HNIN YT NNVIN NINID NINR DY NIPNA VPR NITHND DXNND) PO Y91 P19
VTN NNVIAN IV

NINI9 N ONNVIAX NP DD DY TIVND >THN IDIND WINNDY NNTD I»NNN PN 6.13.2
IN/Y NOIYNA NOINND N NNDOPN - NN NN IR NPIDD TYUN IN — YN NNVIAN
TY ,MIYNA0 NIPON N, MYN NNNAT NDID 1IND 191 NIIWYNN NNM N2 NPNVYNI
MYNAN NIOM NPION DY KON NPOIND

oy TN ,TIVNAY NDNY IPNNN PODN ,PIDN NPNYNI IN/ NYIL PN DY MIPN1 6.13.3
Y2 DMLYONN I9INY DOYNON DINAPN MAID Y1 DI ,INvpa

nOYYS MININ 6.14
DV 25N NNIYN DX NNANY PADN DY ,NIINID ,MIMD Y10 NNVIX MYT OV NIPNI 6.14.1
1D OX NON ,NMYN MYAITN PN INY DPHNND DWIITH DY INYDY |, TIVNN 0N
.AND2Y YR PNYID NYIIT DY 1NN TIVNIN
DYPDNN NIAYND ONIN NN NPTID NPNYI MAMNNN MINKN DY PADN NNINN 6.14.2
.Y Y0 DMIODN

02-6664815/7 1970 9073523 n'7win' ,n7wnna N ,1 17 78an 2N ,mIX7A 70" Th Wn
127 70 55 Tny



MIN'7N 70210 VN L

wibgll Jliunsall plsi = = APRNN SMY , TLS mTyn 9173 98 w995 1072022 9901 31210 1991

Israel National Digital Agency

MMINTN HVINTN TP N2Y DIWNPN DIMIPYY

'N-2 NAD)

TLS 7y 51102 N29¥1 DY N9 MINN

%25 .1

TLS mymyn 51175 No9yn H¥ NMLPOIIIND NDON NX 1SN DY NIo) 1.1
2INOYN AYY NNDNI,PI0N NYSN 29 DY LIPND DOVNDNN NMIPYN 29 DY YAPN MDD NNMOVPVIIIND 1.2

07901 MONN —

.DNA TINNY NN NIIWNNVY (USE cases) NYIYI MDIIDN 1901 NNDNA NN NNVPVIIIND .1.3

: NIN 19DIND N NNVPYVIOIIND 1.4

.2 PYD ONY IS NOIYNN NI Y Bl

3 yoa—

(Use cases) N9y »0>on Al

NIIWNN IV NPIPWN NININN INI

MY M0 1900Y PYHNNN NIIWNN .PRT OWNN YW MPRN N2>202 JPMn nownn v

GCP ,AWS oonyY pwnnnn noynn v
29 CA 980 CA Y pwnnnn nownn v
PHNINYAN) DIVINP NA2A0Y PYHRINNN NIWHN vV
I8 XY .2
IN NIIWNN NPADNRN TI93 PN PON 1N 2570 DRMNY,NPIDRN NPINK D91 ,NOIWNN DY AN Y NHAV YD
DIDIPNNN
IDININOIN /NN NYINNI 2’299 OV
NN PECh) NI NWY
NN TIVNN / PN DB nv
NN 790N N30 Y55 GW
NN 790N MmN CA Y pwnn
NN PooN P ounn Svomnan CA S pwnn
NN 90N HSM % pwnn
NN PEh) Syslog 'yn> pwnn
2N PooN SNMP 'yn5 pwnn
NN PooN (SMTP) ©°9»1 'y pwnn
NN PooN F55 pwnon
MINIVNNN 790N Imperva > pwnn

02-6664815/7 1970 9073523 n'7win' ,n7wnna N ,1 17 78an 2N ,mIX7A 70" Th Wn

127 700 56 Ty




MIN'7N 70210 VN L

wibgll Jliunsall plsi = - APRNN SMY , TLS mTyn 9173 98 w995 1072022 9901 31210 1991

Israel National Digital Agency

MMINTN HVINTN TP N2Y DIWNPN DIMIPYY

YINIVNNN 790N Gigamon Y pwnn
Po0N Certificates Y pwnn

NN
GCP yya Manager
NN 790N AWS yya Certificates Manager 5 pwnn
YINIVNNN PooN Kubernetes Cluster 9 pwnn

: DMV DOXVIDNI (DXPY) DY) NIIWNN PPYNN 2.1
STIVNRN DY NPN NPINONT MIIYNN DY NPINKD 2.1.1

PYNN 9200 VNVNY ORNNA TN MOIWNY DIPYNNN YINII DY ININN PI0N 2.1.2

39991 Y NPV MYAITA

(use cases) Ny *VYON .3

Apache ,IIS — 19X DY DI MNHYNN DY XN 0N NN 9N 3.1
noap nnn CA D nvpan nNdYYY , md139190 NOIYNN NIV NTIVAN NN NN - NYTN NTIvN.3.1.1
NNN XA .Gigamon ,Imperva ,F5 115 y 711010 NNVIAN 275921 NYPRND NIV N1YLY NTIVIN

TPNPIDIND /7 MPNRND ONIYY TNNN NN
YR NMOY MTIVNN DNK DY 1PN ,WITN Y81 MYITIY MITIYNA 19X — NTIYN WITN.3.1.2

DTIPN PYOS ORNNA MWD INYY MNNN CA 2 vIiPnd

MNP MNYN NN NP0 3.2

on-prem NMYN N2X201 MTIYNN NI NPPID.3.2.1
GCP ,AWS — yyn mM2>202 MTIYNN N2 Nip»I0.3.2.2

99390 CA N Dm N hyn nvpa 3.3

S0 CA D nnow) nupany P DNTIPN DYDY DNNNA.3.3.1
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5 P39

PNV NYINN VNV

NYNNN O

VINNM YOI PN - /N NAD)

N2INND MYIITA DONINPN G0 ONIN NTNY PNINN - 2 NAD)
YN XN 12T I NN - 1-73 N9Y)

172N NOIY , MTINNN NTIVN - ) NOD)

1976 — Y/5Un ,0»NN DX MIXPOY PIN 295 PNNN - " NOD)
(NP> DY) 1976-175WN , 071208 DN MNPOY PIN 29D PISN - 1-79 oDy
MNTIP MYYIN I1TYN 1272 PNSN - 1 NOY)

(NVV SYa) MNTIP MYYIN FITYN 12T PISN - 1-/0 Nov)

A POY’ MITIN N1 NYT NN - " NOY)

NYNN MY - T NOD)

DY TIN VTV PNP NIMIDT PN - N NAD)

NYIN NVYWYA POY YNNI NN 2T PNINM NN - "0 NAD)
TNY MYON - ’ NOD)

DYNINNN 199971 ¥I9DN - N’ NOD)
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= NYSNN VA0 -

BARky)
DI9NPN DTN
MNINDN KON TN TN

O98PN 0IMPYI NPINN MY, TLS mMNHyn 5119 981 w95 10/2022 999 23191 199199 DYSH 119D
(73991907 :19NY) INPINDN DV TI¥N Yy

non OM/OIMNN , D.N/3.0 100 [yswn ov) /N
NYNNA DXON9NN DIPNNAY,NT DY DNV MY ,37191071 7NN VNN L3990 NANYSN NN NN DY/YHND
Babiiviery]

1909 VNN BN NT T997 PAIYY YINN HY IYPH WK 0D X

na1mno ov

opa T POV TIWNI oL

MMIVPON INIT NIIND

INYSN NIN0NI WINNN INAPHNDI MHININA .2
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Annex B1
Manufacturer’s Undertaking Regarding the Proposed System

To the Attention of
Israel National Digital Agency

I the wundersigned, , on behalf of the company

, (hereinafter: the Company”) which is the manufacturer of the system
included in the bid submitted by the bidder (hereinafter: the "Bidder”) in
response to Tender No. 10,2022 for the Provision of the TLS System, Maintenance Services and

Professional Services (hereinafter: the "Tender”), hereby declare and undertake as follows :

The Bidder proposing the System as defined in the Tender, which is manufactured by the Company, is a
licensed by the Company to sell and provide the System as proposed by the Bidder.

During the term of the agreement between the Israel National Digital Agency and the Bidder (if his

proposal should be accepted in the Tender), we hereby undertake towards you, to provide support services
to the Bidder and the System included in the Bidder’s proposal.

Name: Date:

Signature and seal:

Position:
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